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This article analyzes the cyber warfare phenomenon in all its dimensions by reviewing the
most notorious and recent cyber warfare cases, in order to provide a wide conceptualization
of factors and elements, strategies, generations and theoretical models.

The first part of the article includes the analysis of the cyberattacks in Estonia (2007) and
Georgia (2008) - considered from many scholars' point of view, milestones in the dawn of
the cyber warfare era-, in Iran (2010), and in addition, the Operation Clever - that has been
running worldwide since 2012, and different cases of cyber warfare and cyberespionage
attacks from China.

On the second part of the article, a synthetic set of definitions is introduced in order to gain
a common field of conceptual agreement for the explanation of the main theoretical models

Cyber domain that have been developed so far.
The third section introduces the Dual Cyber Warfare Model applicable to military and
organizational environments.
This paper concludes that cyber Warfare is perhaps the most radical consequence of the
Knowledge Era and must be systematically analyzed from both perspectives: empirical-
practical and theoretical-conceptual.
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